Confidentiality Agreement for Student Employees and Student Volunteers
I have read, and agree to adhere to NMU Policies, including: 
NMU Data Classification Policy
NMU Acceptable Use Policy
NMU Family Educational Rights and Privacy Act (FERPA) Policy
NMU Freedom of Information Act (FOIA) Policy 
I understand that in the course of my employment or volunteer service with Northern Michigan University (NMU), I may have access to or become aware of Confidential and/or Private Information concerning students, employees, university operations, technology, security, or other sensitive matters.
I acknowledge that such access is permitted only with proper authorization and must be used exclusively for the purposes for which it is granted. I further understand that all Confidential and Private Information must be safeguarded at all times.
I agree that I will not, during or after my employment or service with NMU, disclose, share, publish, or otherwise communicate any Confidential or Private Information, whether in professional or social settings, to individuals within the University who do not have a legitimate need to know in the course of their duties, or to individuals outside the University without prior written authorization from NMU’s General Counsel, unless required to do so by law or legal process.
[bookmark: _GoBack]I also agree not to access or remove any information from logs, binders, computers, or other resources outside of the office or through remote means without specific authorization to do so. If I am unsure whether certain information is considered Confidential or Private, I will seek guidance from my supervisor.
I understand that this agreement does not require the concealment of information that may be materially harmful to the University or individuals at the University. If I believe such information is being improperly withheld from executive leadership, I may report it to the Vice President for Finance and Administration, the Chief of the NMU Police Department, and/or the President of the University.
Finally, I understand that nothing in this agreement should be interpreted as requiring the concealment of information that may be harmful to a minor or vulnerable adult. If through my duties at the University I encounter information that leads me to believe that a minor or vulnerable adult may be at risk of harm, violence, abuse, neglect, or other safety concerns, I must report it to my supervisor, the NMU Police Department (906-227-2151), or the Michigan Department of Human Services (855-444-3911).
Signature:
Print name:
Date:
